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PRIVACY DIRECTIONS™ 202: Information Technology

This course is designed for Information Technology employees who manage and operate the
“data life cycle” within their roles. It provides prescriptive best practices for IT professionals,
with a focus on risk reduction through a detailed understanding of data management practices.

Three “virtual” guides — a Systems Analyst, a Developer and a Network Administrator - take
the student through a series of privacy lessons. They explain how fundamental privacy
principles supported by best practices in information handling help organizations increase
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PRIVACY DIRECTIONS: Information Technology

are some methods we use during data use.

When using personal information, it is extremely important that we maintain the security of that data.

We can accomplish this goal by implementing our arganization’s security standards and procedures. Here
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Sample screens from the Privacy Directions™202: Information Technology course




Privacy Directions™ 202: Information Technology

Lesson 1: Understanding Privacy

IT Professionals

Privacy Principles

Additional Privacy Concepts
Understanding a Privacy Statement
Privacy and Systems Management
The Data Life Cycle

The Privacy Matrix

Lesson 2: Collecting Data

Data Feeds

Notice

Choice

Understanding the Basic Rules of Choice
Security and Data Collection

Data Integrity and Data Collection
Understanding Security and Data Integrity
Public Requirements for Information Security

Lesson 3: Storing Data

Maintaining Choice Values

Providing Individuals Access to Their Information
Providing Data Access to Employees and Vendors
Confidentiality and Privacy

Security to Prevent Unauthorized Access and Use
Monitoring Security for Data Storage

Data Integrity

Lesson 4: Using Data

e Data Use and Notice
. Data Use and Choice
e  Primary and Secondary Use
e Understanding Primary and Secondary Use
e Data Use and Security Our Privacy Expert:
. Data Use in Action
. Richard Purcell
Lesson 5: Sharing Data
e Sharing Data with Vendors and Others e CEO, Corporate Privacy Group
e Understanding Vendors and Others e Chairman, TRUSTe
. Sharing Data and Notice . Member, CIPP Advisory Board, Int'l
e Sharing Data and Choice Association of Privacy Professionals
e Sharing Data and Security e Member, Privacy Advisory Committee, U.S.
e Understanding Sharing Data Dept. of Homeland Security
. Secure Data Transfers
e Sharing Data and Data Integrity

Lesson 6: Managing Data
e  Providing Access
e  Securing Information
e Understanding Data Management
. Managing Data Integrity

Assessment

Privacy Resources

Additional Information

Customizations
MediaPro can add content to the course specific to your privacy people, policies, procedures and technology. This can include
links to specific resources.

Tracking Course Usage

MediaPro courseware is compliant with the industry standard SCORM 1.2.6. Our courses have been certified and used on
many different standards-based Learning Management Systems (LMS) to manage module delivery and to integrate with a
SCORM compliant LMS.

Hosting Options

The courseware can be hosted on the client’s intranet and integrate with an existing Learning Management System, or
MediaPro can provide an Internet hosting service on its e-Learning platform. The MediaPro platform will provide the
functionality to enable users to access courses via the internet, and to enable the client organization to track progress and
monitor the results of users taking the courses.

To contact us, please call 800-726-6951 x 4723 (or 425-483-4723),
send an e-mail to privacy@mediapro.com, or visit our web site at http://www.mediapro.com/privacy.




