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Course Features

+ Highly engaging and interactive elements

+ Developed to be easily tailored or customized

+ SCORM & AICC compliant for easy LMS integration

« Developed to ease translation and localization

For More Information Visit:
www.MediaPro.com/onGuard

IDENTITY THEFT RED FLAGS

Your organization has a legal obligation to protect customers and their private information from identity thieves. You can
meet that obligation by following the new federal law known as the Red Flags Ruling. This ruling identifies known
threats to consumer information—called “Red Flags"—and calls on employees to identify and react to these threats.

In this brief 15-minute course, your employees will learn how identity thieves use trickery to access personal identifying
information and how to recognize these Red Flag situations. By learning to spot Red Flags, they will protect your

Topics

+ Being on Guard for Identity Theft
+ Red Flag Basics

« Spotting Red Flags

» How Identity Thieves Work

+ Red Flag Rules

« Your Organization’s Red Flag Program

Can You Spot the Red Flags?

Let's start by examining how identity thieves interact with three employees who don't know how to recognize the
criminal threat.

Keep in mind: Identity thieves gain access to their victims' personal identifying information—lik
Security numbers, or credit cards—without permission and use that information to commit fraud of
you consider the scenanios, imagine how you would act in the employee’s place. Can you spot the tTw

George is going through his ¢-mail
| 51 Prefils Upduie Paguest
To,. GeargamM@anphons.org
t Profile Update Request
ser
cal error, your user 10 has
e I your 1D is not re:

Delete, delete. Oh great. more department -wide e-mails.
Wait, what's this?

Since the e-mail looks official, George follows the link
and resets the password,

Thanks to the tracking application our identity thief embedded into
the link, he now has access to thousands of customer accounts.
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Implementation Options

Buy It - A"Best of Class” turnkey, pre-packaged solution.

TGI’OI" It - By branding the course, adding organization specific information in placeholders that are easy to update
and adding a Resources section that can include messaging, contacts, policies, links, PDF documents, and any other
information that supports the course.

Customize It - By replacing existing content (e.g. roles, examples, case studies, and graphics) with those specific
to your organization. This level of customization may also include replacing and modifying existing voice-over. This is
ideal for companies that have very specific or unique needs.

Access, Manage & Track It - mediaPro's onGuan ™Security and Privacy Training can easily be
integrated into an organization's Learning Management System (LMS), as we comply with SCORM and AICC Industry
Standards. The training can also be delivered from MediaPro's hosted LMS providing an easy, cost-effective, and secure
turnkey hosting solution.

Ab 0 ut on GuardTM ')’onw Posters and Postcards

Designed for all employees, onGuard™ Training )
provides a foundation of critical data protection nnn t 0nen Tnat
_Gan of Worms

principles. The curriculum is intended to help
sharpen the employees’ existing knowledge of )

i d ori Il Data Security and
security and privacy, as well as present new V4 privacy are Part of
information that impacts the entire organization. 74 Everyone's Job

Continuously encouraging employees to follow
good information security practices, onGuard™

Leaving data
and personal
information

Awareness and Reinforcement Tools help tinattandad
employees to follow these practices as part of - can lead to
their daily job responsibilities. This integrated SSare G ey
approach has been found to not only meet — and
Federal compliance regulations and increase — = id‘i:‘eift{
awareness of information security and data y ol ——— '
protection, but also to preserve that knowledge <5 A — Company
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About MEDIAPRO®

MediaPro, Inc. is nationally recognized for producing award-winning, web-based security and privacy training that reduces risk and
improves employee compliance. In addition to the onGuard™ line of training for general security and privacy awareness, MediaPro® also
develops custom security and privacy e-learning courseware. MediaPro® has won over 100 prestigious awards for instructional excellence.

For More Information Visit: Tel: (800) 726-6951
www.MediaPro.com/onGuard Email: onGuard@MediaPro.com




